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Nodes communicate between 
them using ZMQ library

C++ and Go implementations

PKCS#11 API compilant
(OpenDNSSEC, KNOT)

Cheaper deployment, 
compared with real HSM.
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libpkcs11

Complex installation

Signer must have at 
least one port open to 

nodes
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Reimplemented in Go

Go Modules 
installation.

Library server deleted 
(no need of open port).

RSA and ECDSA 
signatures 

implementation

libpkcs11
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TCRSA

Uses Go native libraries 
only

DTCNODE

Process that runs on 
each node

DTC

PKCS#11 
library

HSM-SIGNER

Go implemented zone 
signer

Components

https://niclabs.cl/tchsm

https://github.com/niclabs/dtc/wiki

TCPAILLIER

Threshold Paillier 
Cryptosystem impl.

TCECDSA

Threshold ECDSA 
Signing impl.

https://github.com/niclabs/tcrsa
https://github.com/niclabs/tcrsa


Features

Compile Time Signing Time
Key 

Generation



Future Work

Implement other 
cryptographic 

schemes

Implement other 
communication  

and storage 
platforms

Try other uses for 
the library
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